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The Trigger Event
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• You are internal counsel for a U.S.-headquartered manufacturing 
company (“Company”) traded on the NYSE.

• Your Company has subsidiaries in a number of non-U.S. jurisdictions 
and makes sales into fifteen countries. 

• You receive a call from a colleague in compliance with details of a 
whistleblower complaint that has just been received by the Company 
through the Company’s Whistleblower Hotline.



The Whistleblower’s Allegations – Part I
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• A salesperson at one of the Company’s distributors in Brazil frequently 
provides an executive at a Brazilian customer with access to the 
salesperson’s vacation home in Parati.  The Brazilian customer at issue 
is the Company’s largest customer in Brazil and is owned by the 
government.

• A sales manager at the Company’s wholly-owned subsidiary in the U.K. 
recently hired the Brazilian distributor company to introduce the U.K. 
subsidiary to potential government customers in Brazil.  The U.K. 
subsidiary recently signed a very large supply agreement with one of the 
entities introduced by the distributor.



The Whistleblower’s Allegations – Part II
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• The Company’s Chinese subsidiary has a summer internship program 
for college students.  The whistleblower alleges that the internship 
program is used primarily to hire the sons and daughters of key 
personnel at the Company’s Chinese customers in exchange for 
business.  A number of the Chinese customers are state-owned 
enterprises.   



Issues for Consideration
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• How will the investigation be structured?  What are the first steps?

• Will the investigation be covered by the attorney-client privilege?  In 
each of the relevant jurisdictions?

• Are there data protection considerations in any of the relevant 
jurisdictions?

• How should data be preserved and collected and reviewed?

• If disclosed, how will you manage interactions with regulators and 
enforcement authorities across multiple jurisdictions?

• What will be your strategy for negotiating any penalties across 
jurisdictions?  



Attorney-Client Privilege



Privilege in Relevant Jurisdictions – Brazil and 
PRC
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• Brazil:  Generally, broad protection for attorney-client communication 
exists under Brazilian law.

• But, the communication must involve a lawyer registered at the 
Brazilian Bar Association (OAB) and therefore protections are 
generally not available for communications with non-Brazilian 
lawyers.

• China: Attorney-client privilege and work product doctrine is not 
recognized in China.

• No protection from the government.  However, confidentiality 
obligations of lawyers along with a lack of U.S.-style discovery in 
private, civil litigation in China creates a “privilege-like” protection for 
attorney-client communications and attorney work product in China.



Privilege in Relevant Jurisdictions – U.K.
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• U.K.:  Privilege protections in U.K. are similar to protections in the U.S. 
with certain key distinctions.

• Litigation privilege is not as broad as the analogous work product 
doctrine in the U.S.

• But, recent High Court opinion in SFO v. ENRC suggested a 
standard of reasonably in prospect rather than imminent.

• Impact on witness interviews.

• Legal advice privilege does not attach to communications between 
employees and the company’s counsel unless the employee was 
tasked with seeking and receiving legal advice on behalf of the 
company.

• Most witness interviews conducted in the course of an 
investigation will therefore not be protected.



“Touch Base” Analysis in Subsequent U.S. Civil 
Litigation
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• Where the privileged communications occurred (or work product was 
created) in a foreign jurisdiction, U.S. courts generally apply the “touch 
base” test to determine which jurisdiction's privilege laws will apply.

• Under the “touch base” test, courts will apply the law of the country that 
has the “predominant and most direct and compelling interest” in 
whether the communications should remain confidential.

• The purpose of the investigation – e.g., to determine whether a violation 
of US law has occurred and the seeking of US legal advice – is a key 
factor in applying the “touch base” test.

• Role of US counsel in privilege determination.



Attorney-Client Privilege
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• Goal:  Limit future access to investigative findings and materials by third 
parties, in particular civil plaintiffs.

• Challenge: Scope of attorney-client privileges and related doctrines 
varies across jurisdictions.

• Prepare a “privilege map” at the start of the investigation to identify 
jurisdictions of privilege risk.

• Will my investigation cover a jurisdiction where privilege is not 
recognized?

• Will my investigation cover a jurisdiction where privilege is 
susceptible to waiver?



Documents and Data



Data Protection
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• As an initial step, identify the location of relevant documents and 
electronically stored information (ESI).

• Location of conduct (i.e., Brazil, China, U.K.) are obvious locations, 
but what about server locations?

• Create a “data map” and evaluate the various data protection regimes 
that will need to be considered in conducting the investigation.

• Can data be processed without consent?

• Under what circumstances can data be transferred into another 
jurisdiction?

• Conisder impact of the GDPR.

• Complying with various data protection regimes will add significant cost 
to an investigation.  



Collection Issues
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• Consider the resources necessary to conduct a “forensically sound” 
collection of documents and ESI.

• Proceed under the assumption that at some point you will need to 
explain to an enforcement authority the method through which 
relevant information was collected for review.

• Consider whether limiting collection to data located on a server is 
sufficient.

• Probably not.  Laptops, smartphones, etc., will likely need to be 
collected and imaged.

• Determine whether it is necessary or appropriate to issue a “hold notice” 
to mitigate the risk of spoliation, inadvertent or otherwise.

• Remember also employment law considerations.



Interactions with 
Regulators and 
Enforcement Authorities



Voluntary (or Mandatory) Disclosure
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• Initial question to consider is whether disclosure is mandatory.

• Is there a regulatory or other requirement mandating that disclosure 
be made to authorities?

• If mandatory disclosure is not required – and in most cases it will not be 
– is voluntary disclosure a good idea?  

• Is there a chance that the whistleblower may have already contacted 
a regulator or enforcement authority?

• If voluntary disclosure is made in one jurisdiction, should it be made in 
all jurisdictions where there is relevant conduct?



DOJ FCPA Corporate Enforcement Policy
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• Consider whether voluntary disclosure is appropriate to take advantage 
of DOJ FCPA Corporate Enforcement Policy -- cost vs potential benefit.

• Allows for a presumption of declination (i.e., no prosecution), absent 
aggravating circumstances, for companies that:

• Voluntarily self-disclose conduct to the DOJ;

• Fully cooperate in the DOJ investigation of the conduct;

• Engage in timely and appropriate remediation.



Benefits of Voluntary Disclosure – Other 
Jurisdictions
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• Consider whether there are benefits for voluntary disclosure in other 
jurisdictions.

• Under the relatively new Deferred Prosecution Regime in the U.K., full 
cooperation with the SFO investigation is a prerequisite to an invitation 
to enter into a DPA.

• Voluntary disclosure likely considered a significant initial first step 
towards full cooperation. 



Cooperation
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• Are standards of adequate cooperation consistent across various 
jurisdictions?  Not necessarily.  Consider approach to privilege waiver:

• SEC Enforcement Manual – Enforcement Staff “may not ask a party 
to waive [privilege] without prior approval at the Director or Deputy 
Director” level.

• DOC Enforcement Manual – “ . . . prosecutors should not ask for 
[privilege] waivers and are directed not to do so.”

• Alan Milford, SFO GC – “We are focused on underlying facts, 
including accounts of witnesses spoken in corporate investigations.  
We do not regard ourselves as constrained from asking for them 
even if they are privileged.”

• What is the standard for adequate cooperation?

• Other common differences.



Negotiation of Penalties
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• Simultaneous “global” settlement across multiple jurisdictions is typically 
most beneficial.

• Global settlement will require careful management of authorities in 
multiple jurisdictions (or multiple authorities in single jurisdictions) to 
ensure that penalties are not “double-counted”.

• New DOJ Policy on Coordination of Corporate Resolution Penalties 
(May 2018):

• “The Department should also endeavor, as appropriate, to 
coordinate with and consider the amount of fines, penalties, 
and/or forfeiture paid to other federal, state, local, or foreign 
enforcement authorities that are seeking to resolve a case with a 
company for the same misconduct.”



Questions


