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Emerging Technology in the Fashion/Beauty Industries
Key Issues and Deal Strategies to Mitigate Risk



Technological Innovation is Changing the Game

Mainstream adoption and deployment of novel and innovative 
technologies have altered the landscape

Evolution of consumer culture, behavior and expectations in the 
digital age are compelling brands to create and implement new 
business models and re-invent the customer experience in order to 
remain relevant

Marked increase in collection, analysis and exploitation of consumer 
data, including preferences, purchase history, product reviews, 
physical attributes, etc.

 “With great power, comes great responsibility … and potential 
liability”



 “AI” – machine driven intelligence that aims to simulate human 
intelligence or to perform certain cognitive tasks that typically require 
human intelligence 

Emerging Technology: Artificial Intelligence (AI)

Machine based learning uses sophisticated 
algorithms to parse and analyze large volumes 
of data 

AI used to quickly process and predict 
consumer behaviors and identify trends

Examples include “smart mirrors”, “virtual 
stylists”, “hybrid designs”



Emerging Technology: Mixed Reality - AR and VR 

Augmented Reality – technology that superimposes computer 
generated information, images, text and sound in a user’s view of the 
real world in real time
Virtual Reality – computer generated, interactive simulation of an 

environment that incorporates sensory feedback to create the 
immersive illusion of reality
 In-store and in-app implementations are rapidly becoming 

mainstream, creating a highly personalized and customized 
consumer experience 

- Interactive and virtual fashion shows
- Body scanners and “try-on” / “virtual look” and “data dress” applications 



Key Legal Issues and Considerations

Privacy, Data Protection and Security

Copyright and IP ownership

SaaS and Cloud-based implementations and initiatives

Software and mobile application development

User Generated Content



2018 – Landmark Year for Data Privacy and Security

General Data Protection Regulation (GDPR) – May 25, 2018
California Consumer Privacy Act of 2018 (CPA) - Signed into law on 

June 28, 2018, goes into effect January 1, 2020
California Security of Connected Devices Law – Signed into law on 

September 28, 2018, goes into effect January 1, 2020



GDPR – Key Changes
 Expanded definition of “Personal Data”

- Any information that can be used to ID an individual – even IP addresses and cookie IDs

 Extra-Territorial Application and Increased Liability 
- Applies if you process EU citizen data, regardless of where you are based
- Higher of 4% of global turnover or €20 million
- Controller and Processor liability

 Data Breach Notification 
- GDPR requires "the controller without undue delay, and where feasible, not later than 72 hours after having become aware of it, 

[to] notify the … breach to the supervisory authority" (Article 33(1)). 
 Transparency and Stronger Rights of Individuals

- How long data will be stored 
- If data will be transferred to other countries
- Information on the right to make a subject access request
- Information on the right to have personal data deleted or rectified
- Consent must be clear and just as easy to withdraw as to give

 Appointment of a Data Protection Officer
Organizations that fall into the following 3 categories must appoint a DPO:

• Public authorities;
• Controllers or processors whose core activities consist of processing operations which by virtue of their nature, scope or 

purposes require regular and systemic monitoring of data subjects on a large scale; and 
• Controllers or processors whose core activities consist of processing sensitive personal data on a large scale.



Practical Impact on Deal Negotiations
 Consider whether GDPR is really at play

- Will EU citizen data be processed? 

 Adding another document to the negotiation – the Data Processing Addendum 
- Agreements must include the subject matter and duration of processing
- Purpose of processing
- Types of personal data and categories processed
- Confidentiality
- Processing only on instructions
- Appropriate technical safeguards 
- Sub processing restrictions
- Notification of breach 

 Pay attention to the definition of “Applicable Law”
Make sure insurance coverage is sufficient 

- Definition of “privacy law” in cyber policies is generally limited to laws regulating data breaches. The policy should clearly address 
privacy violations related to all aspects of the handling of data.

 For any new processing activities, make sure disclosures are up to date



California Consumer Privacy Act (CCPA) 
“GDPR 2.0”

Disclosure - Consumers can request the categories and specific personal information collected 
about them in the past 12 months , as well as information about that data (e.g., source, how used, 
categories of third parties with which it shares data). 

Scope - Applicable to companies that “do business” in California, process the information of 
California residents, and: 
 have at least $25 million in annual revenue;
 collect personal data on at least 50,000 people; or
 collect more than 50% of their revenues from the sale of personal data.

Privacy Notices - Prior to data collection, companies must provide notice about their data 
practices and cannot make additional use without notice. Clear description of  methods to make 
requests and include a “Do Not Sell My Personal Information” buttons on website.

Opt-Outs and Opt-Ins - Consumers can opt-out of the sale of their personal information. 
Companies must get opt-in consent from anyone under 16 years old.



“GDPR 2.0” (cont.)
Potential Liability - Consumers can sue for any unauthorized 

“exfiltration, theft, or disclosure” that results from the failure to 
“implement and maintain reasonable security procedures and 
practices appropriate to the nature”.  AG may also levy fines of 
$7,500 per incident.
No discrimination - Companies cannot discriminate against 

consumers for exercising any of the rights (e.g., denying goods and 
services, charging different prices).  However, companies can offer 
financial incentives for collection/sale of personal information.
Right to delete - Consumers can compel deletion of personal 

information “collected from the consumer.”



Key Takeaways 

CCPA and GDPR both require transparency and allow consumers 
certain rights, CCPA has little guidance as to what security 
procedures and practices are “reasonable.”
GDPR is more comprehensive and gives data subjects not only 

deletion rights, but the right to request that controllers rectify 
mistakes, request that restrictions be placed on the use of their data 
and require businesses to report data breaches to the relevant DPA 
and to affected data subjects.
 In sum, GDPR imposes more obligations and provides more rights to 

consumers. 
Ensure consumer disclosures, privacy policies and data collection 

and processing procedures are fully compliant; carefully scrutinize 
agreements and DPAs with Data Processors to mitigate risk



IoT Devices and Privacy Challenges

 “Internet of Things” allows data collection in the offline 
world.
 FTC has issued guidance on best practices for security 

and privacy with IoT devices—building security into 
devices, oversight of downstream vendor contracts on 
data collection and privacy, and data minimization 
practices.
 Consistent with recent privacy reforms, the FTC is 

focused on disclosures to consumers.
Clear disclosures at purchase
Developing easy-to-use methods for communicating security updates 

during a product’s lifespan
Providing useful information to consumers that is free of technical 

jargon



Mo’ Devices, Mo’ Problems 
 Increased number of devices behind network firewall leads to 

greater security risks.
 Companies making inexpensive products with Wi-Fi or Bluetooth 

capability, (e.g., toys), do not have the budgets/expertise for 
sufficient security like you may find in a smart speaker from a 
major tech company.
 Not all devices support over-the-air updates, or updates without 

downtime, so devices might need to be physically accessed.
 Even “sophisticated” IoT devices have major vulnerabilities:

 Login process not authenticated.
 Cloud communication lacks encryption.
 Unauthorized access to the cloud service.



California – First State to Adopt 
IoT Security Law
 This first-of-its-kind law addresses the appropriate means of device 

authentication where a device is capable of connecting to wide-area 
networks such as a public network.
Effective January 1, 2020, any manufacturer of a device sole in 

California that connects “directly or indirectly” to the internet must 
equip it with “reasonable” security features” to prevent unauthorized 
access, modification, or information disclosure. 
No more generic default credentials for a hacker to guess - Devices 

must either be equipped with a unique password or force users to set 
their own password when they first time connect. 
No private right of action, but government lawyers are vested with 

enforcement authority.



Copyright Challenges and Key Takeaways
 Copyright protection for designs somewhat limited in the US

- Arguably solely extends to original works of human authorship – Naruto v. 
Slater (N.D. Cal. January 23, 2016)

- US Copyright Office has stated that it will refuse to register a claim if it 
determines that a human being did not create the subject work 

- Designs created with the assistance of AI, AR and/or VR may not be
afforded copyright protection; unclear how much human
involvement is required

 In the UK, copyright in a machine-created work of authorship
is owned by the person/entity “by whom the arrangements 
necessary for the creation of the work are undertaken” 
 Clearly specify disposition of IP ownership re: developed works

in agreements with AI, AR and VR vendors and/or include 
appropriate restrictive covenants that preclude use/disclosure 



Q&A
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